
 

 

V 1, 07/2020 

Red Mars Capital Ltd. is a Cyprus Investment Firm, licensed and authorised by the Cyprus Securities and Exchange 

Commission (CySEC), under License number: 396/21 and Reg. number: ΗΕ399243, located at 30 Gr. Xenopoulou, 

3106 Limassol , Cyprus. 
 

Risk-based Assessment and Transaction Monitoring 

Policy 

1.Executive Summary 
 

The purpose of this Policy is to demonstrate the importance of a risk-based approach to the 

transaction monitoring process, which helps to focus the efforts and resources of staff, on 

what poses a higher money laundering risk for the Company. This tuning will directly benefit 

the Financial Intelligent Unit (FIU - MOKAS) and consequently the financial crime 

investigators, who will have more productive alerts to review, having more time to 

investigate the potential suspicious alerts, therefore, improving the transaction monitoring 

process as a whole. 

 

Based on that, the Policy provides an overview of the importance of the application of the 

risk-based approach to transaction monitoring process, defining and giving examples on how 

to implement and perform transaction monitoring. 

 

2. Regulatory framework  
 

Red Mars Capital Ltd. (hereinafter the “Company”) has established a Risk-based 

Assessment and Transaction Monitoring Policy (hereinafter the “Policy”). The Policy is in 

accordance with the requirements of:   

a) Law 188(I)/2007-2019, as amended, for the Prevention and Suppression of Money 

Laundering and Terrorist Financing Law (the “Law”) 

b) Parts IV & VI of Directive DI144-2007-08 on the Prevention of Money Laundering 

and Terrorist Financing (the “Directive”). 

c) CySEC Circular C252, - concerning ESAs ‘The Risk-Based Supervision Guidelines’  

d) ESAs Joint Guidelines – “The Risk Factors Guidelines” - JC 2017 37-01.04.2018 

under Articles 17 and 18(4) of Directive (EU) 2015/849 (“4th AML Directive”) 

e) Directive (EU) 2015/849 on the Prevention of the use of the financial system for the 

purposes of money laundering or terrorist financing, amending Regulation (EU) No 

648/2012 of the European Parliament and of the Council. (“EMIR”) 

f) Regulation (EU) 2015/847 – “Fund Transfer Regulation -on information 

accompanying transfer of funds” 

 

 

3. Introduction 
 

The identification and reporting of suspicious activity is one of the most important processes 

in the Company. Within the suspicious activity reporting, the transactions monitoring process 

plays an important role on the identification of the unusual activity. 

 

One of the best solutions for the transaction monitoring process, is the application of a risk-

based approach and the qualitative and quantitative modification of the transaction 

monitoring scenarios, in order to achieve a higher alert efficiency, therefore, improving the 

suspicious activity reporting process as a whole. 
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4. Application of risk-based approach to transaction monitoring 
 
One of the key elements in the new EU legal framework is its risk based approach. Situations 

where there is a higher risk of money laundering or terrorist financing may justify enhanced 

measures, whereas, reversely, reduced risk may justify less rigorous controls.  

 

The application of the Risk-based approach starts with risk assessment, where the Company 

will understand, identify and assess, based on the risks identified, what control measures 

would be implemented, to mitigate and ideally eliminate these risks. 

 

The Company shall monitor customers` transactions, to detect and investigate those, which 

fall outside the normal and reasonable account activity of the customer. Transactions should 

also be monitored for unusual or suspicious transactional behaviour, which is inconsistent 

with the economic profile of the customer, including those transactions without obvious 

economic or legitimate purpose, and where necessary, examine the source of funds, to detect 

possible money laundry (ML) and terrorist financing (TF). 

  

The Company must also keep the client`s documents, data or information they hold, up to 

date, with a view to understand, whether the risk associated with the business relationship 

with the client has changed. The information, which the Company obtains, when applying 

simplified Due Diligence (SDD) measures, must enable it to be reasonably satisfied, that its 

assessment, that the risk associated with the business relationship with the client is low, is 

justified. It must also be sufficient, to give the Company enough information, about the 

nature of the business relationship and to identify any unusual or suspicious transactions. 

SDD does not exempt the Company from reporting suspicious transactions to MOKAS. 

 

4.1 Examples of types of risk-based monitoring procedures:  
 

As regards the automated electronic management information systems, provided in  

Paragraph 26(3) of the Directive, the Company’s view is, that its current level and type of 

operations do not require the existence of such systems; the work load is fairly small and 

standardised. 

 

For the time being transaction monitoring can be adequately performed manually. The 

Company’s Brokerage and Back Office Departments, in coordination with the AMLCO and 

the Risk Manager as needed, monitor on a daily basis the Clients’ transactions and activities 

(e.g. origin of funds/deposits and destination of payments/withdrawals, size of account, 

purpose of trading), for identifying suspicious transactions through its systems, and from the 

extraction and analysis of various reports from the system.  

 

In addition, the Back-Office Department continuously monitors the inflow and destination of 

Clients’ funds and matches those, with the respective information on each Client’s economic 

profile (i.e. consistency of deposits with anticipated account turnover, annual income, net 

wealth and the other information, forming the Client’s economic profile). In this way, the 

Company has a full control and understanding of normal and reasonable account activity of its 

Clients, and can identify transactions, which fall outside the regular pattern of an account’s 

activity, like the following: 
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a) all account activity is periodically monitored, and all risk factors are analysed in 

connection with transactional patterns, in search of anomalous activity at both 

customer and account levels; 

b) identification of discrepancies between submitted and detected information, for 

example, between submitted country of origin information and the electronically 

detected IP address;  

c) comparison of the information submitted, with data held on other business 

relationships with clients, which can identify patterns, such as the same funding 

instrument or the same contact details;  

d) taking reasonable and adequate measures, to understand the background and purpose 

of these transactions, for example by establishing the source and destination of the 

funds or finding out, more about the customer’s business, to ascertain the likelihood 

of the customer making such transactions; 

e) monitoring the business relationship and subsequent transactions more frequently and 

with greater attention to detail. The Company may decide to monitor individual 

transactions, where this is commensurate to the risk, it has identified; 

f) to ascertain, that the nature and purpose of the business relationship is legitimate and 

to help the Company obtain a more complete customer risk profile. This may include 

obtaining information on: 

• the number, size and frequency of transactions, which are likely to pass 

through the account, to enable the Company to spot deviations, which might 

give rise to suspicion (in some cases, requesting evidence may be appropriate); 

• why the customer is looking for a specific product or service, where it is 

unclear why the customer’s needs cannot be met better in another way, or in a 

different jurisdiction; the destination of funds; 

• the nature of the customer’s or beneficial owner’s business, to enable the 

Company to better understand the likely nature of the business relationship 

 

 

5. Examples of unusual transactions  
 

5.1 Customer`s transactions 
 

The Company have in place adequate policies and procedures to detect unusual transactions 

or patterns of transactions. The following examples of transactions, are defined as unusual: 

a) they are larger, than what the Company would normally expect or receives, based on 

its knowledge of the customer, the business relationship or the category, to which the 

customer belongs;  

b) they have an unusual or unexpected pattern, compared with the customer’s normal 

activity or the pattern of transactions associated with similar customers, products or 

services;  

c) they are very complex compared to other similar transactions, associated with similar 

customer types, products or services 

d) where the Company is not aware of the economic rationale or the lawful purpose, or 

doubts the veracity of the information, it has been given by the Client 
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The company shall refrain from carrying out transactions, which are known or suspect to be 

related to proceeds of criminal activity or to terrorist financing, until they have completed the 

necessary action, in accordance with point (a) of the first subparagraph of Article 33(1) and 

have complied with any further specific instructions from MOKAS. 

 

5.2 The customer’s behaviour 
 

a) The customer appears to be acting for someone else  

b) The customer’s behaviour makes no apparent economic sense: 

• accepts a poor exchange rate or high charges unquestioningly; 

• requests a transaction in a currency, which is not official tender or commonly 

used in the jurisdiction, where the customer and/or recipient is located; 

• requests or provides large amounts of currency in either low or high 

denominations; 

c) The customer’s transactions are always just below the applicable thresholds of EUR 

1,000, as specified in Article 5(2) of Regulation (EU) 2015/847 (applies only to 

transactions that are not funded by cash or anonymous electronic money); 

d) The customer’s use of the service is unusual, for example they send or receive money 

to or from themselves or send funds immediately after receiving them; 

e) The customer appears to know little or is reluctant to provide information about the 

payee; 

f) Several of the Company`s customers transfer funds to the same payee or appear to 

have the same identification information, for example address or telephone number.  

g) An incoming transaction is not accompanied by the required information on the payer 

or payee.  

h) The amount sent or received is at odds with the customer’s income (if known). 

 

 

6. Transaction monitoring leading practices & considerations 
 

6.1 Leading practises 
 

The key industry leading practices and considerations for managing transaction monitoring 

have been outlined below: 

a) Applying the ‘right’ triggers (i.e. reflective of internal tolerances, customers, 

products, geographies) Capturing and anticipating emerging threats and new 

behaviours  

b) Evaluating the ‘right’ data (e.g. KYC data, transactions, government lists, etc.) 

c) Access to reliable test data, which allows for benchmarking  

d) Integrating customer risk ratings (low, medium, high) 

e) Accounting for interdependencies in monitoring rules 

f) Ongoing ability to tune rules and scenarios  

g) Linking transaction behaviour to customer profile information  

h) Adequate resourcing of lines of defines (i.e. technology and staffing) 
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6.2 Transaction monitoring and considerations 
  

With respect to all complex and unusually large transactions, or unusual patterns of 

transactions, that have no obvious economic or lawful purpose, the Company shall: 

a) require the first payment to be carried out through an account verifiably in the 

customer’s name, with a bank subject to CDD standards, which are not less robust, 

than those set out in Chapter II of Directive (EU) 2015/849; or 

b) conduct more frequent, comprehensive or in-depth transaction monitoring, to identify 

any unusual or unexpected transactions, which might give rise to suspicion of ML/TF 

and indicate the need for additional internal money laundering investigations. This 

may include establishing the destination of funds or ascertaining the reason for certain 

transactions; 

c) set up operationally independent and autonomous employee, to collect and analyse the 

information, which the Company receives, with the aim of establishing links between 

suspicious transactions and underlying criminal activity, in order to prevent and 

combat possible money laundering and terrorist financing activities;  

d) Monitoring account activity for unusual transaction patterns or events, which exceeds 

statistical thresholds within the pre-defined scenarios as specified in Article 5(2) of 

Regulation (EU) 2015/847; 

e) Determine if Suspicious Activity Report (“SAR”) filing is necessary; 

 

6.3 Exemption under Article 12 of Directive (EU) 2015/849 
 

The exemption does not extend to the obligation to conduct ongoing monitoring of 

transactions and the business relationship, nor does it exempt the Company from the 

obligation to identify and report suspicious transactions. This means, that firms should 

ensure, that they obtain sufficient information about their customers, the types of customers 

their product will target, and be able to carry out meaningful ongoing monitoring of the 

business relationships. 

7. Evaluating the business relationship with the Customer 
 

The geographical/country risk is one of the factors to be considered, when applying the risk 

based approach, which results in the identification of high- risk third countries. This factor is 

at stake in the risk assessment conducted at national and sectoral levels. At EU level third-

country jurisdictions, which have strategic deficiencies in their AML/CFT regimes, which 

pose significant threats, must be identified in order to protect the proper functioning of the 

market. 

 

7.1. Low Risk 
  
When assessing the risks of money laundering and terrorist financing, relating to the types of 

business relationships with customers, geographic areas, and particular products, services, 

transactions or delivery channels, the Company shall take into account at least the potentially 

lower risk factors set out below: 

a) Customer risk factors: 

i. public companies listed on a stock exchange and subject to disclosure 

requirements (either by stock exchange rules or through law or enforceable 
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means), which impose requirements to ensure adequate transparency of 

beneficial ownership; 

ii. public administrations or enterprises; 

iii. customers, who are resident in geographical areas of lower risk as set out in 

point c); 

b) Product, service, transaction or delivery channel risk factors: 

i. life insurance policies; 

ii. insurance policies for pension schemes, if there is no early surrender option 

and the policy cannot be used as collateral; 

iii. financial products or services, which provide appropriately defined and limited 

services to certain types of customers, so as to increase access for financial 

inclusion purposes; 

iv. products where the risks of money laundering and terrorist financing are 

managed by other factors, such as purse limits or transparency of ownership 

(e.g. certain types of electronic money); 

c) Geographical risk factors: 

i. Member States; 

ii. third countries having effective AML/CFT systems; 

iii. third countries identified by credible sources, as having a low level of 

corruption or other criminal activity; 

iv. third countries which have requirements to combat money laundering and 

terrorist financing 
 

7.2 High Risk 

 

When assessing the risks of money laundering and terrorist financing, with respect to 

potentially higher-risk factors, the Company shall consider following: 

a) Customer risk factors: 

i. the business relationship is conducted in unusual circumstances; 

ii. customers who are residents in geographical areas of higher risk as set out in 

point (c); 

iii. legal persons or arrangements which are personal asset-holding vehicles; 

iv. companies which have nominee shareholders or shares in bearer form; 

v. businesses which are cash-intensive; 

vi. the ownership structure of the company appears unusual or excessively 

complex, given the nature of the company's business; 

b) Product, service, transaction or delivery channel risk factors: 

i. products or transactions which might favour anonymity; 

ii. non-face-to-face business relationships or transactions, without certain 

safeguards, such as electronic signatures; 

iii. payment received from unknown or no associated third parties; 

iv. new products and new business practices, including new delivery mechanism 

 

 

c) Geographical risk factors: 

i. countries identified as not having effective AML/CFT systems; 
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ii. countries identified as having significant levels of corruption or other criminal 

activity; 

iii. countries subject to sanctions, embargos or similar measures; 

iv. countries providing funding or support 

8. Summarized Red Flag categories  
 

1. Customer Red Flags - engaging in transactions, which deviates from regular business 

strategy or transactions, which lack business sense e.g. Steel company, which starts to 

deal in sugar and paper products frequently; 

2. Document Red Flags - encompass abnormality in documentations, such as Letter of 

Credit and Bill of Landing. Incomplete or dubious documents may warrant increased 

scrutiny and due diligence effort e.g. payment locations inconsistent with the 

Customer`s country of residence; 

3. Transaction Red Flags - specific transaction terms and structure, which are incoherent 

with industrial norms and potentially do not make economic sense. Complex 

transaction structure across numerous intermediaries without supporting reasons; 

4. Payment Red Flags - terms of payment, which appear to be highly unusual or 

complex, and may involve specific clauses to obscure the true identity of the ultimate 

beneficiary, e.g. request to pay third party in cash and payment in tax-haven or high 

banking secrecy jurisdiction such as BVI. 
 

9. Risk Mitigants and Controls  
 

Risk may be managed, mitigated or, perhaps in some instances, eliminated. “Mitigation 

Factors” are those controls, which if properly implemented and maintained on an on-going 

basis, could lessen or mitigate some or all of the inherent risk.  

 

Controls can be preventive (such as checklists, training, written procedures) or detective 

(such as monitoring/quality assurance, compliance team testing). Preventive controls are 

generally considered to be stronger than detective controls in managing risk. With 

appropriate controls in place, even a high inherent risk may be reasonably managed. 

 

Monitor the business relationship, including transactions, to identify changes in the Client’s 

risk profile and detect unusual or suspicious behaviour, including activities, which are not 

consistent with the purpose of the services provided, or which are contrary to commitments, 

which have been concluded between the Company and the Client. The Company should 

conduct enhanced ongoing monitoring of the business relationship and the transactions 

conducted, due to the high-risk nature of business relationship with non-face-to-face Clients. 

 

By way of derogation from the general prohibition against carrying out suspicious 

transactions, mentioned in point 5.1 above, the Company should be able to carry out  

suspicious transactions before informing MOKAS, where refraining from such carrying out is 

impossible or likely to frustrate efforts to pursue the beneficiaries of a suspected money 
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laundering or terrorist financing operation. This, however, should be without prejudice to the 

international obligations accepted by the Member States to freeze without delay funds or 

other assets of terrorists, terrorist organisations or those, who finance terrorism, in accordance 

with the relevant United Nations Security Council resolutions. 

 

The Company undertakes also frequent reviews and profile checks on existing and potential 

Clients, using publicly available information and internet checks through various websites. 

In addition to the above, the AMLCO performs checks/reviews, on a regular basis, on the on-

going monitoring procedure of Clients’ accounts and transactions. In particular, the AMLCO 

requests the files of the on-going monitoring procedure, on random dates, for each 

monitoring frequency (i.e. daily, weekly, monthly), in order to verify, that the relevant 

procedures are followed properly.  

The AMLCO Adjust the intensity and intrusiveness of supervision, for example by 

determining, according to risk, the extent of customer file reviews, sample testing of 

transactions and suspicious transactions reports conducted on-site.  

 

An intensive educational seminars and training will be provided to all staff, including board 

members, to improve and maintain their knowledge of anti-money laundering and counter 

financing of terrorism processes and controls.  
 

9.1 Samples of Transaction Monitoring Scenarios 
 

a) Structured cash ‒ frequent cash deposits under the reporting threshold (e.g., patterns 

between $8 to $10k) or instances of periodic round dollar transactions  

b) High velocity wires ‒ instances of frequent wire activity within an account, which 

exceeds a behavioural threshold 

c) Dormant accounts ‒ instances of sudden spikes in an accounts activity, which was 

previously dormant  

d) Large incoming/outgoing wire ‒ instances, where an account receives or sends a large 

wire, which is outside the predefined threshold for that customer segment 

i. does the Customer look to carry out one transaction or several one-off 

transactions, where the establishment of a business relationship might make 

more economic sense? 

ii. does the Customer request transactions that are complex, unusually or 

unexpectedly large, or have an unusual or unexpected pattern without an 

apparent economic or lawful purpose, or a sound commercial rationale? Are 

there grounds to suspect, that the customer is trying to evade specific 

thresholds, such as those set out in Article 11(b) of Directive (EU) 2015/849 

e) Significant changes in trading patterns ‒ instances of transactions within an account 

(commodities, securities or foreign exchange account), which are unusual in total 

dollar volume, trade size, frequency, or type of product, given the customers typical 

trading history  

f) Stated business of Customer not commensurate with type or level of activity ‒ 

instances of transactions within an account (commodities, securities or foreign 

exchange account), which are unusual in size, frequency, or product, given the 

information known about the Customer`s business 

g) Transactions in an amount beyond the known financial resources of the Customer ‒ 

instances of transactions, or inflows of funds or assets, in an amount, which appears 
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unusually large, given the known financial resources (such as income, revenue or total 

assets) of the Customer 

10. Internal suspicious reporting and reporting to MOKAS  
 

As a general rule, all suspicious transactions, including attempted transactions, shall be 

reported, either internally to the AMLCO or externally to MOKAS. 

The Company shall, in cases, where there is an attempt of executing transactions, which are 

known or suspected to be related to money laundering or terrorist financing, reports those 

transactions to MOKAS through the AMLCO. 

 

After the submission of a suspicious report, the Company may subsequently wish to 

terminate its relationship with the customer concerned for risk avoidance reasons. In such an 

event, the Company exercises particular caution, according to section 48 of the Law, not to 

alert the customer concerned, that a suspicious report has been submitted to MOKAS. Close 

liaison with MOKAS is, therefore, maintained in an effort to avoid any frustration to the 

investigations conducted. After submitting the suspicious report, the Company adheres to any 

instructions given by MOKAS and, in particular, as to whether or not to continue or suspend 

a particular transaction, or to maintain the particular account active. 

 

All suspicious transactions, including attempted transactions, should be reported, regardless 

of the amount of the transaction. Reported information could also include threshold-based 

information. 

 

A sample of the Internal Suspicion Report is attached hereinafter as Appendix I. 

11. Record keeping 
 

The Company shall retain the following documents and information in accordance with the 

Law for the purpose of preventing, detecting and investigating possible money laundering or 

terrorist financing:  

(a) CDD - a copy of the documents and information which are necessary to comply with the 

customer due diligence requirements, for a period of five years after the end of the business 

relationship with the customer or after the date of an occasional transaction;  

(b) the supporting evidence and records of transactions, consisting of the original documents 

or copies acceptable in judicial proceedings under the Law, which are necessary to identify 

transactions, for a period of five years after the end of a business relationship with the 

customer or after the date of an occasional transaction.  

 

Upon expiry of the retention periods referred above, the Company shall ensure, that it delete 

all personal data, unless otherwise provided for by the Law, which shall determine, under 

which circumstances the Company may or shall further retain data.  

 

However, the Company may be allowed to further retention, after it has carried out a 

thorough assessment of the necessity and proportionality of such further retention, and 

consider it to be justified as necessary for the prevention, detection or investigation of money 

laundering or terrorist financing. That further retention period shall not exceed five additional 

years. 
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APPENDIX I 

 

INTERNAL SUSPICION REPORT FOR MONEY LAUNDERING AND TERRORIST 

FINANCING 

 

INFORMER’S DETAILS:  

Name: .............................................................................  Tel: .................................................... 

Department: ..................................................................... Fax: ................................................... 

Position: ......................................................................................................................................  

 

CUSTOMER’S DETAILS:  

Name: .......................................................................................................................................... 

Address: ...................................................................................................................................... 

.................................................................................................Date of Birth:………………….. 

Tel: ..........................................................................................Occupation: ................................ 

Fax: .........................................................................................Details of Employer: 

.....................................................................................  

Passport No.: .......................................................................... Nationality: ................................ 

ID Card No.: ........................................................................... Other ID Details: ....................... 

 

INFORMATION/SUSPICION  

Brief description of activities/transaction: .................................................................................. 

…………………………………………………………………………………………………. 

Reason(s) for suspicion: .............................................................................................................. 

…………………………………………………………………………………………………. 

Informer’s Signature                     Date 

..........................................................                                    ……………………………..……..  

 

FOR COMPLIANCE OFFICER’S USE 

Date Received: ................................... Time Received: .................................Ref....................... 

Reported to MOKAS: Yes/No .................... Date Reported: ................................... Ref............ 
 


