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Know Your Customer (KYC) Policy 

 
 

1. Introduction and Regulatory framework 
 

Know your customer (KYC) is the process of a business identifying and verifying the 

identity of the clients of the Company. The term is also used to refer to the anti-money 

laundering regulations, which governs these activities. Know your customer processes are 

also employed by companies of all sizes for the purpose of ensuring their proposed agents, 

consultants, or distributors are anti-bribery compliant. 
 

Emanating from its high-risk nature of business and in conjunctions with the following 

Legislation: 

• Law 188(I)/2007-2019 for the Prevention of Money Laundering and Terrorist 

Financing) (the “Law”) as amended; 

• Directive (EU) 2015/849 - The 4th AML Directive of the European Parliament 

and of the Council of 20 May 2015 on the Prevention of the use of the financial 

system for the purposes of Money Laundering or Terrorist Financing (the “4th 

AML Directive”); 

• Directive (EU) 2018/843 - The 5th AML Directive of the use of the financial 

system for the purposes of Money Laundering or Terrorist Financing (the “5th 

AML Directive”); 

• Directive 2014/65/EU of the European Parliament and of the Council of 15th May 

2014 on Markets in Financial Instruments Directive (MiFID II); 

•  CySEC C367 - Application of Article 62(2) of the Prevention and Suppression of 

Money Laundering and Terrorist Financing Law of 2007 (L. 188(I)/2007) 

• CySEC`s Directive  - For the Prevention and Suppression of Money Laundering 

and Terrorist Financing 

 

Red Mars Capital Ltd. (hereinafter referred to as the “Company”) have a lengthy list of 

Anti-Money Laundering Compliance requirements, due to the high level of risks, 

originating from the large number of financial transactions, each of which could carry 

significant risks. 
 

Know Your Customer (KYC) procedures are a critical function to assess and monitor 

customer`s risk. 

 

2. Customer identification procedures and customer due 

diligence 
 

As per Article 61 of the Law measures shall comprise of:  

a) Identifying the customer and verifying the customer’s identity on the basis of 

documents, data or information obtained from a reliable and independent source; 

b) Identifying the beneficial owner and taking risk-based and adequate measures, to 

verify the identity of the beneficial owner; 

c) Verifying the identity of any third person, acting on behalf of the customer, who 

is duly authorised by the customer; 

https://en.wikipedia.org/wiki/Anti-money_laundering
https://en.wikipedia.org/wiki/Anti-money_laundering
https://en.wikipedia.org/wiki/Bribery
https://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=7f9fd702-337e-483c-82a9-c59f3afa75ca
https://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=7f9fd702-337e-483c-82a9-c59f3afa75ca
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0065&from=EN
https://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=127a39aa-c325-4a84-9390-0ec29da860df
https://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=e9877dc5-0c24-422a-90b8-861c9ef13baf
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d) Obtaining information on the purpose and intended nature of the business 

relationship, and understand the nature of the customer’s activities (the primary 

goal is, to satisfy, that the source of the customer’s funds is legitimate) 

e) Conducting ongoing monitoring of the business relationship, including scrutiny of 

transactions, undertaken throughout the course of that relationship, to ensure that 

the transactions, being conducted, are consistent with the information and data in 

the possession of the person engaged in the business relationship; 

f) Assess money laundering risks, associated with that customer for purposes of 

monitoring the customer’s activities; 

 

3. Risk-based approach 
  

All customer due diligence measures and identification procedures mentioned above will 

be strictly adhered to, however the Company may determine the extent of such KYC 

measures on a risk-sensitive basis, considering at least the below factors: 

a) the purpose of opening an account with the Company or establishing a business 

relationship; 

b) the level of assets to be deposited by a customer or the size of transactions 

undertaken; 

c) the regularity or duration of the business relationship 

 

The objectives of the KYC guidelines are to prevent the Company from being used, 

intentionally or unintentionally, by criminals for money laundering activities. Related 

procedures also enable us to better understand our customers and their financial dealings. 

This also helps us manage the risks prudently. The Company frame its KYC policy, 

incorporating the following four key elements: 

✓ Customer Acceptance Policy; 

✓ Customer Identification Procedures; 

✓ Risk-based Assessment and Transaction Monitoring Policy; 

 

 

4. KYC program – the Company`s KYC program includes: 
 

4.1 Customer Identification Program (CIP): collection, verification and record 

keeping of customer identification information and screening of customers, against lists 

of known criminals (World Check) 

 

Customer due diligence measures shall comprise:  

a) identifying the customer and verifying the customer's identity, based on documents, 

data or information obtained from a reliable and independent source;  

b) identifying the beneficial owner and taking reasonable measures to verify, that 

person's identity, so that the Company is satisfied, that it knows, who the beneficial 

owner is, including, as regards legal persons, trusts, companies, foundations and 

similar legal arrangements, taking reasonable measures to understand the ownership 

and control structure of the customer;  

c) assessing and, as appropriate, obtaining information on the purpose and intended 

nature of the business relationship;  

d) conducting ongoing monitoring of the business relationship, including scrutiny of 

transactions, undertaken throughout the course of that relationship to ensure, that the 
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transactions being conducted, are consistent with the knowledge of the customer, the 

business and risk profile, including where necessary the source of funds and 

ensuring, that the documents, data or information held are kept up-to-date.  

 

At a minimum, due diligence should confirm beneficial owners, sanctions list screening 

of beneficial owners and relevant entities, politically exposed persons (“PEP”) 

involvement, and other government database checks. The Company have its procedures 

in place for updating the clients` due diligence information on a frequent basis. 

 

4.2 Verification 
 

4.2.1. According to Article 62(1) and 62(2) of the Law: 

 

«62. (1) The verification of the identity of the customer and the beneficial owner is 

performed before the establishment of a business relationship or the carrying out of the 

transaction. 

(2) By derogation from the provisions of subsection (1), the verification of the identity of 

the customer and the beneficial owner may be completed during the establishment of a 

business relationship, if this is necessary so as not to interrupt the normal conduct of 

business and where there is little risk of money laundering or terrorist financing 

occurring: 

Provided that in such a case the customer and beneficial owner identity verification 

procedures shall be completed as soon as possible after the initial contact. 

[…]» 

 

a) The identification of a customer/beneficial owner occurs before the establishment 

of a business relationship1 with the said person. 

It is noted, that the identification procedure includes the following (where 

appropriate): 

i. Creation of an economic profile for the customer/beneficial owner; and/or 

ii. Carrying out a suitability test in accordance with Article 26(2) of the Law 

regarding the Provision of investment services, the exercise of investment 

activities and the operation of regulated markets - Law 87(Ι)/2017; and/or 

iii. Carrying out an appropriateness test in accordance with Article 26(3) of 

Law 87(Ι)/2017. 

b) As a general rule, in accordance with article 62(1) of the Law, the verification of 

identity of a customer/beneficial owner, also takes place before the establishment 

of a business relationship with the said person. 

c) By way of derogation to the general rule of article 62(1) of the Law, in accordance 

to the Article 62(2) of the Law, the verification of identity of the 

customer/beneficial owner may be completed during the establishment of a 

business relationship, provided that all the following conditions are met: 

i. if this is necessary, so as not to interrupt the normal conduct of business; 

and 

ii. where there is little risk of money laundering or terrorist financing 

occurring; and 

iii. where the verification procedure is completed as soon as possible after the 

initial contact; 
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4.2.2. When commencing the establishment of a business relationship with a 

customer/beneficial owner, whose identity has not been yet verified, the risk may be 

assessed as low only when, as a minimum and among others, all the following conditions 

are taken into consideration: 

a) If the verification of the customer/beneficial owner’s identity has not been 

completed, the cumulative amount of deposited funds of a customer/beneficial 

owner should not exceed €2,000, irrespective of the number of accounts the 

customer holds with the Company. The amount of €2,000 does not automatically 

categorise the business relationship with the customer as low risk. The Company 

will assess on a case by case basis each business relationship’s risk in accordance 

with the appropriate procedures as per the Law and the CySEC’s Directive; 

 

b) The Company accepts deposits only from a bank account (or through other means, 

which are linked to a bank account e.g. credit card), which is in the name of the 

customer, with which establishes a business relationship; 

 

c) The cumulative time in which the verification of the identity of a 

customer/beneficial owner is completed, must not exceed 15 days from the initial 

contact; 

 

d) The ‘initial contact’ takes place at the moment, when the customer either accepts 

the terms and conditions or makes his first deposit, whichever comes first; 

 

e) Within the timeframe of 15 days from initial contact, the Company will ensure, 

that the percentage of unverified customers, is considerably low and that frequent 

reminders for the verification of their identity, have been sent; 

 

f) Where the verification of the customer/beneficial owner’s identity has not been 

completed during the designated timeframe of 15 days, the commencement of a business 

relationship must be terminated on the date of the deadline’s expiry and all deposited funds 

must be returned to the customer/beneficial owner, in the same bank account, from which 

they originated. The procedure for returning the funds must occur immediately, regardless 

of whether the customer has requested the return of their funds or not.  

The returned funds (deposits) include any profits the customer has gained during his 

transactions and deducting any losses incurred. 

 

4.2.3. No deposits should be accepted by the Company, where the customer/beneficial 

owner has not provided information as to: 

a) the full identification of the customer; and 

b) the creation of an economic profile; and/or 

c) the completion of the suitability test (where applicable); and/or 

d) the completion of the appropriateness test (where applicable); 

 

In relation to the verification of customers/beneficial owners’ identity, it is recommended 

to complete the prescribed procedure before the establishment of a business relationship.  

 

In those extraordinary cases where the verification of a customer/beneficial owner’s 

identity takes place during the establishment of a business relationship, the Company will 

take into consideration, in all cases, as a minimum, the conditions presented in this section. 
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5. Basic Customer Due Diligence (“CDD”)  
 

Basic CDD is the information obtained for all customers to verify the identity of a 

customer and assess the risks associated with that customer. 
 

The Company shall ensure, that its employees apply customer due diligence measures in 

the following circumstances:  

a) when establishing a business relationship;  

b) when carrying out an occasional transaction that:  

i. amounts to €15,000 or more, whether that transaction is carried out in a single 

operation or in several operations, which appear to be linked; or  

ii. constitutes a transfer of funds exceeding €1,000;  

c) when there is a suspicion of money laundering or terrorist financing, regardless of 

any derogation, exemption or threshold;  

d) when there are doubts about the veracity or adequacy of previously obtained 

customer identification data.  

 

Subsequently the Company will not accept any third-party payments. 

 

As per Paragraph 66(2) of the Law: 

“It is prohibited for persons engaged in financial or other business activities to open or 

maintain anonymous or numbered accounts or accounts in names other than those 

stated in official identity documents.” 

 

 

6. CONCAT – National Identifiers 
 

The Company aim to ensure the integrity and safeguarding of any sensitive data it 

obtains, such as account and personal information, as well as the transactions, which are 

concluded, using a variety of security measures and fraud controls. Securing the Clients` 

electronic transactions, and adhering to the draft regulatory technical standards on 

reporting obligations under Article 26 of the Markets in Financial Instruments 

Regulation- MiFIR (RTS 22), we are required to be provided with certain data, taking 

into account the Customer`s nationality, which should be compliant with the 

requirements in ESMA`s - Annex II – “National client identifiers for natural persons to 

be used in transaction reports”.  

 
In order to facilitate market surveillance, client identification should be consistent, 

unique and robust. Transaction reports should therefore include the full name and date 

of birth of clients who are natural persons and should identify clients who are legal 

entities by their LEIs (legal entity identifiers). 

 

In order to ensure consistent and robust identification of natural persons, they should 

be identified by a concatenation of the country of their nationality, followed by 

identifiers assigned by the country of nationality of those persons. Where those 

identifiers are not available, it is necessary to identify natural persons by identifiers 

created from a concatenation of their date of birth and name. 

 

a) Where a natural person is a national of more than one European Economic Area 

(EEA) country, the country code of the first nationality when sorted 

https://www.esma.europa.eu/sites/default/files/library/2015/11/2015-esma-1464_annex_i_-_draft_rts_and_its_on_mifid_ii_and_mifir.pdf
https://www.esma.europa.eu/sites/default/files/library/2016-1064_rts_22_annex_ii.pdf.pdf
https://www.esma.europa.eu/sites/default/files/library/2016-1064_rts_22_annex_ii.pdf.pdf
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alphabetically by its ISO 3166-1 alpha-2 code and the applicable identifier 

related to the first nationality shall be used; 
b) Where a natural person has a non-EEA nationality, the highest priority identifier 

in accordance with the field referring to ‘all other countries’ provided in Annex 

II shall apply; 
c) Where a natural person has EEA and non-EEA nationality, the highest priority 

identifier related to the EEA nationality shall be used; 
 

The identifier shall be assigned in accordance with the priority levels in Annex II. 

When designating a natural person, the first priority identifier provided in Annex II 

shall be used, where that person has the first priority identifier. If the natural person 

does not have the first priority identifier, the second priority identifier shall be used, 

where that person has the second priority identifier. If the natural person does not have 

the second priority identifier, the third priority identifier shall be used. 

 

Where the applicable identifier specified in Annex II refers to CONCAT, the natural 

person shall be identified by the Company using an identifier created from the 

concatenation of the following elements in the following order:  

(a) the date of birth of the person in the format YYYYMMDD;  

(b) the five first characters of the first name;  

(c) the five first characters of the surname.  

 

For the purposes of creating the CONCAT, prefixes to names shall be excluded and 

first names and surnames shorter than five characters shall be appended by '#', so as 

to ensure that references to names and surnames contain five characters. All characters 

shall be in upper case. No apostrophes, accents, hyphens, punctuation marks or spaces 

shall be used. 
 

 

7. Enhanced Due Diligence (“EDD”)  
 

EDD is additional information collected for Customers, which pose higher-risk to the 

Company and which information provide a deeper understanding of the customer`s 

activity, needed to mitigate the associated risks.  

 

Customer`s risk assessment is used to determine, which level of due diligence to be 

applied to a specific customer or group/s of customers (CDD or EDD). All processes are 

thoroughly documented to create a strong audit trail of decisions made and all 

documentation is kept for up to 5 years, and where necessary up to 7 years, according to 

the requirements in Article 16(7) of MiFID II. 

 

Due to the non-face-to-face nature of the investment activities, undertaken by the 

Company, almost all Customer are classified as high-risk clients, with respect to money 

laundering and terrorist financing risk, on the basis of the Company`s Customers 

Acceptance Policy. Nevertheless, the risk level of the Customer/s may further change (or 

remain as high risk), after performing CDD and thorough examination of circumstances 

of the Customer.  

In this regard, the Company holds a zero-tolerance fraud policy and is taking all 

measures possible to prevent it. Any fraudulent activity will be documented and all 

related accounts to it will be immediately closed or disabled. All funds in these accounts 
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will be frozen. The relevant reports would be submitted either internally to the 

Compliance Officer and the Management or externally to MOKAS. 

The Company require its employees to inspect, as far as reasonably possible, the 

background and purpose of all complex and unusually large transactions, and all unusual 

patterns of transactions, which have no apparent economic or lawful purpose. In 

particular, the employees should increase the degree and nature of monitoring of the 

business relationship, in order to determine, whether those transactions or activities 

appear suspicious, and if so, inform the MLCO. 

 

No funds are withheld and no accounts are frozen, referring to those cases of suspicion 

of money laundering, where the Company is under obligation to immediately report their 

suspicion to MOKAS in the designated procedure stated in the Law and CySEC’s 

Directive. 

 

8. Ongoing Monitoring  
 

The Company will perform ongoing monitoring of the business relationships with its 

Customers, including scrutiny of transactions undertaken throughout the course of that 

relationship to ensure, that the transactions being conducted, are consistent with the 

information and data in the possession of the Company in relation to the respective 

Customer, the business and risk profile of the Customer, relating to the source of funds 

and ensuring that the documents, data or/and information held, are kept up-to-date; 

 

It also includes the oversight of financial transactions and accounts, based on thresholds 

developed as part of a customer’s risk profile. 

 

9. Suitability and Appropriateness 
 

When providing investment services, the Company must request from the client or 

potential client, to provide information regarding this/her knowledge and experience in 

the investment field, relevant to the specific type of product or service offered or 

demanded, so as to enable the Company to accurately assess, whether the investment 

service or product envisaged, is appropriate for that client.  

The Company, while providing its services and performing its activities, aims to adhere 

with the requirements under MiFID II and Law 87(I)/2017, and its emanating obligation 

to apply without prejudice any assessment of appropriateness or/and suitability as per 

Article 26(2) & (3), to be subsequently carried out by the Company for each Client, on 

the basis of their personal needs, characteristics and objectives. 

The Company ensures the safeguarding of any sensitive data, it obtains from its Clients, 

especially in regard to clients` safeguarding assets, personal information and 

documentation. 

 

10. Required documents 

10.1. Natural persons 

 

Below is a list of the required documents*, which are needed in order to fully verify 
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Clients` identity, residence and source of funding: 

a) Proof of Identity: A clear colored copy of a valid passport (page with the photo) 

or a colored copy of the official national identity card, issued by competent 

authorities of the country of origin 

b) Proof of Residence: In addition to the name verification, it is important that the 

customer’s permanent address is also verified. The provision of a recent (up to 6 

months) utility bill, local authority tax bill or a bank statement, stipulating the 

residential address (not a P.O. Box address), date and a full name of the client 

would suffice. 

c) Funding:  

➢ a clear colored copy of the credit/debit card, front and back side. Please 

note that you need to cover the middle 8 digits of the credit/debit card 

number, as well as the CVV2 code, on the back side of your card. The 

information, which have to be visible is the card holder`s name, 

expiration date and the signature on the back side of the card 

➢ If you proceed with a deposit via bank/wire transfer, kindly send us a 

scanned copy of the transfer receipt. 

d) Additional information may be required, depending on the country of residence 

and citizenship of the client, with regard to the transactions reporting, emanating 

from ESMA`s - Annex II – “National client identifiers for natural persons to be 

used in transaction reports”. Please refer to Appendix I. 

 

Where the Company is unable to comply with the CDD requirements, it will not carry 

out a transaction through a bank account, establish a business relationship or carry out 

the transaction, and will terminate the business relationship with that Client, and will 

consider making a suspicious transaction report to MOKAS, in relation to the customer 

in accordance with Article 33 of the 4th AML Directive. 

10.2. Legal persons 

 

In order for the Company to be able to perform CDD, it is necessary, that the Legal 

person provides certified true copies of the following documents*: 

a) Certificate of incorporation and certificate of good standing;  

b) Certificate of registered office; 

c) Certificate of directors and secretary;  

d) Certificate of registered shareholders; 

e) Memorandum and Articles of Association; 

f) A resolution of the board of directors of the legal entity for the opening of the 

account and granting authority to those, who will operate it; 

g) In the event where the registered shareholders act as nominees of the beneficial 

owners, a copy of the trust deed/agreement, concluded between the nominee 

shareholder and the beneficial owner, by virtue of which the registration of the 

shares on the nominee shareholder’s name, on behalf of the beneficial owner has 

been agreed; 

h) Identification documents of the persons, who are authorised by the legal entity, 

to operate the account, as well as the registered shareholders and beneficial 

owners of the legal entity; 

i) The latest audited financial statements (if available), and/or copies of the latest 

management accounts of the legal entity  

 

*Red Mars Capital Ltd. reserves its rights to require any additional information, should 

https://www.esma.europa.eu/sites/default/files/library/2016-1064_rts_22_annex_ii.pdf.pdf
https://www.esma.europa.eu/sites/default/files/library/2016-1064_rts_22_annex_ii.pdf.pdf
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it deem necessary, for the purposes of identifying its client/s. 

 

Please note that all document should be either in English, or accompanied by an 

official English translation. 

 

NOTE: Red Mars Capital Ltd. reserves its right at any time to inquire and obtain 

additional documents and information, if required, if at any later stage, any 

changes occur in the structure of the ownership status or to any details, the 

customer should inform the Company and provide any new information and 

documents. 

If in the country of the potential/existing client any of the required documents do 

not exist, in the form required by the Company, the Compliance officer would 

access, review and may accept a similar document, servicing the needs of due 

diligence. 

Q & A 
 

When do I need to provide these documents? 

We highly appreciate, that you provide us with all the necessary documents, in order 

to avoid any delays in processing your transactions, as well as verifying your identity 

and approving your trading account. We require the receipt of all the necessary 

documents prior to making any cash transactions to your benefit. Some 

circumstances may require us to request these documents before allowing any other 

activities in your account, such as deposits or trades. Please note, that if we will not 

receive the required documents on file, your pending withdrawals will be cancelled 

and credited back to your trading account. We will notify you on such event via our 

system. 

How can I send you these documents? 

Please scan your documents, or take a high quality digital camera picture, save the 

images as JPEG. You will be asked to upload those documents during the registration 

process. Or if you prefer, you can send them to us via mail to 

backoffice@redmars.capital. 

 

How do I know my documents are safe with you? 

Red Mars Capital Ltd. holds the security of documentation at highest priority and 

treats all documents it receives with utmost respect and confidentiality. All files we 

obtain are fully protected, using the highest level possible of encryption at every step 

of the review process. 

 

We thank you for your cooperation in helping us 

make Red Mars Capital Ltd. a safer place to trade! 
 

mailto:backoffice@redmars.capital

